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Background and Mission
Mission

Represent and educate broad public sector 
health and health services research interests on 
privacy and security issues 
Focus on priorities related to privacy, security, 
and data standardization, including 
implementation of the HIPAA privacy and 
security rules 
Address balancing the need for individual 
privacy, confidentiality, and security with the 
need for use of data for public health and 
research activities 



Accomplishments
Revise Committee Web Page for improved 
access to committee products and resources 
Participate in national privacy and security 
efforts (HISPC and HITSP)
Privacy projects

Further work on and expansion of the PRISM Tools
Two reports on Privacy and Security in Public Health 
Information Exchanges 
Report on Best Practices in Public Health Information 
Privacy



Revised Committee Web Page

Revised Privacy, Security and Data 
Exchange Committee web page

Revised entire website this past year
Revised and updated page format and 
content
New committee page at 
http://www.phdsc.org/privacy_security/defa
ult.asp



Participation in National Privacy 
and Security Efforts

CCHIT:
Participate in the Privacy and 
Compliance Workgroup 
Workgroup defines the 
certification criteria for Inpatient 
and Ambulatory EHR products
This year’s focus on Network 
Service Providers and PHR 
products



Participation in National Privacy 
and Security Efforts

HISPC
Phase III (April 2008 through March 
2009) underway
Seven Multi-state Collaboratives 
developing common, replicable multi-
state solutions to privacy and security 
issues
Most states include direct leadership 
or active involvement of state public 
health



Participation in National Privacy 
and Security Efforts

HISPC Multi-state Collaboratives



Participation in National Privacy 
and Security Efforts

HITSP
Leadership roles in the Population Perspective and the 
Security, Privacy and Infrastructure (SPI) TCs
Population TC developed 2008 Implementation Specification 
for PH Case Reporting and Immunization and Response 
Management Use Cases
SPI TC developed constructs to address specific public health-
related issues, including Anonymization and 
Pseudonymization, Patient ID Cross-Referencing, Patient 
Demographic Query, Unstructured Document Exchange, and 
Non-Patient Notification Alert

Assist in the ONC National Privacy and 
Security Framework development



2008 Committee Privacy 
Projects

Set of products and documents
Project 1 – PRISM Phase II

Revisions and update to existing PRISM tool 
Create PRISM Disclosures TO Public Health 
Create PRISM LITE 
Marketing/outreach efforts 

Project 2 - Reports on Privacy and Security in Public 
Health Information Exchanges, from HISPC 
documents
Project 3 - Report on Best Practices in Public Health 
Information Privacy, from direct state interviews



Project 1
PRISM Phase II



Revision and Expansion of 
PRISM

Created the PRISM Family of Privacy Tools
Four Components 

Updated Current PRISM Tables

Created PRISM for Public Health Agencies 
(Disclosures TO) 

Created PRISM Lite ®

Expanded PRISM Education and Outreach 
efforts



PRISM Family of Privacy 
Tools

www.phdsc.org/prism/introduction.htm
-- Home Page

-- Introduction to PRISM

PRISM LITE
-- High-level Review
-- Hyperlinks to Tools

PRISM for Government Agencies
~ PRISM-GA ~

(Disclosures FROM Government Agencies)

PRISM for Public Health Authorities
~ PRISM-PH ~

(Disclosures TO Public Health)

Resource Materials
(Definition of Terms, Sample Documents, Best Practice Guidelines, etc)



PRISM Family of Privacy Tools
PRISM Update

PRISM for Government Agencies (PRISM-
GA)

Revisions and updates to the original tool 
(completed in 2007) 

Focus on Disclosures FROM Government 
Agencies

Revisions include edits and text corrections, 
harmonizing tables, additional table clean-up



PRISM Family of Privacy Tools
Disclosures TO PH

PRISM for Public Health Authorities (PRISM-PH)
New tool identifying principles and practices related to 
the disclosure of identifiable health information TO 
Public Health by various sources

Overall structure similar to original PRISM

Purposes for disclosures to public health (Required by Law, 
others), plus

Type of information being disclosed (vital statistics, 
immunizations, HIV, medical record information, etc)



PRISM Family of Privacy Tools
PRISM Lite

PRISM “LITE”
A simplified summary of privacy principles and 
practices 

Extracted core elements, common 
components and guidance from the larger 
PRISM Tables
Summary presented in a matrix with higher-
level concepts and principles



PRISM Family of Privacy Tools
PRISM Education/Outreach

Expanded PRISM Education/Outreach
A comprehensive plan developed  and underway

Focuses on the following activities:
PRISM Webinars

PHDSC Newsletter

Market New PRISM

Expanded PRISM Website

Articles on PRISM
Sessions at National 
Events
PRISM 101 Tutorial
Special-Topic One-Pagers



Project 2
Privacy and Security for 

Interoperable Public Health 
Information Exchanges



Project 2: Privacy and Security for 
Interoperable Public Health 
Information Exchanges

Purpose: to review state privacy and security 

variations, solutions and implementation plans 

affecting public health

Process: Extract data from the Health 

Information Security and Privacy Collaborative 

(HISPC) Reports related to Public Health



Outcomes:

Summary report with State Variations on Privacy 
and Security Laws, Policies and Practices Affecting 
Public Health (June 1, 2008) – Committee Review

Summary report with State Solutions and 
Implementation Plans to address the variations on 
Privacy and Security Laws, Policies and Practices 
Affecting Public Health (June 15, 2008) –
Committee Review

Project 2: Privacy and Security for 
Interoperable Public Health 
Information Exchanges



Project 2: Privacy and Security for Interoperable 
Public Health Information Exchanges



Project 2: Privacy and Security for Interoperable 
Public Health Information Exchanges



Project 2: Privacy and Security for Interoperable 
Public Health Information Exchanges



Project 2: Privacy and Security for Interoperable 
Public Health Information Exchanges



Project 2: Privacy and Security for Interoperable 
Public Health Information Exchanges



Project 2: Privacy and Security for Interoperable 
Public Health Information Exchanges



Project 2: Privacy and Security for Interoperable 
Public Health Information Exchanges



Next Steps

Publication and dissemination of report and 
findings
Discuss and address identified opportunities for 
Consortium through PSDE Committee
Explore possibility of creating a clearinghouse of 
information covering privacy and security issues 
for public health agencies participating in local, 
state and regional health information exchanges



Project 3
State Best Practices on Privacy and 
Security Related to Public Health



Project 3: State Best Practices on 
Privacy and Security Related to 
Public Health

Purpose: to identify a series of state best 
practices on privacy and security related to 
public health 

Process: 
Select 8-9 states with active public health 
involvement in planning/implementation of HIEs 
(partly based on HISPC report analysis)

Interview state officials to identify priority privacy 
issues for public health, best practices

Document and publish best practices



Project 3: State Best Practices on 
Privacy and Security Related to 
Public Health

Outcomes:
Summary of state health information exchange initiatives 
involving public health and their privacy and security 
policies and practices (October, 2008) – Committee Review

Summary of multi-state and national-level issues and 
recommended approaches related to public health and 
privacy/security (October, 2008) – Committee Review

Best Practices report – identifying a series of best practices 
from states on privacy and security related to public health 
information exchanges (November, 2008) – Committee 
Review



Project 3: State Best Practices on 
Privacy and Security Related to 
Public Health

Status:
Identified and selected states

Developed interview guide

Completed interviews of 8 states

Creating summary profiles of states (Nov 15)

Review/analysis of data (Nov 15)

Prepare draft report (Nov 15)

Review draft report with PSDE Committee (Nov 25)

Prepare and deliver final report (Nov 30)



Project 3: State Best Practices on 
Privacy and Security Related to 
Public Health

States Completed (Privacy Officer):

Massachusetts (Tracy Miller)

Florida (Rodney Johnson)

Minnesota (Dave Orren)

Michigan (Denise Chrysler)

Washington (Kathy Stout)

California (Steve Stuart)

West Virginia (Sally 

Oregon (Jane Alm)

Alternate States:

Indiana

Rhode Island

Colorado

Vermont

New York

Wisconsin

Utah

Arizona



Project 3: State Best Practices on 
Privacy and Security Related to 
Public Health

Interview Purpose – to identify and document:
Health information privacy issues agency faced since 
implementation of HIPAA Privacy, and how they were addressed

Ongoing health information privacy issues agency is facing

New health information privacy issues agency sees coming, as 
more public health information is collected, accessed, used and 
disclosed electronically

Health information privacy issues associated with public health 
participation in RHIOs and HIEs

Multi-state and national issues related to health information 
privacy and public health that agency considers critical to be 
addressed



Privacy Issues Faced at the Start of HIPAA
Ensuring Public Health Continued to Get its Health 
Information Without Disruption
Determining Covered Entity Status of Public Health 
Agency
Development of Agency’s Privacy Policies and 
Procedures
Completing an Analysis of HIPAA vis-à-vis other Federal 
and State Privacy Laws Affecting Public Health
Dealing with the Variety of Public Health Programs and 
Understanding the impact of HIPAA and other laws

Preliminary Findings (1)



Privacy Issues Faced at the Start of HIPAA
Addressing De-identification Issues
Privacy Training of Staff
Addressing Confusion about Role of Public Health vis-
à-vis a Business Associate
Handling Confusion Regarding ‘Authorized’ vs. 
‘Required’ disclosures to Public Health
Increased Information Security Across the Board

Preliminary Findings (2)



Current and Emerging Privacy Issues
Data linkage and data de-identification – lack of 
standardized approaches and policies
Continue interpreting and de-coding complex and 
overlapping privacy laws
Data breaches (public health and others)
Identify theft
Emergency preparedness and privacy protections
Data ownership - as identified health information is 
disclosed and re-disclosed
Enforcement of privacy requirements and regulations 
at state level 

Preliminary Findings (3)



Current and Emerging Privacy Issues
Small-cell issue and how to consistently address it
Continued challenging (the lack of understanding of) 
the need for population health data
Newborn Screening
Privacy of Genetic Information
Staff training 
Research – Concerns about capabilities to continue 
doing research within privacy
Security protections of health information

Preliminary Findings (4)



HIEs/NHIN and Privacy Issues for Public Health
Consent

Lack of State Regulations Defining Regional HIEs

Portability of Data Protections of Public Health Data 
into HIEs

Interoperability of Public Health data systems and 
regional HIEs (i.e., NEDDS, PHIN, HANs, BioSense, 
etc)

Preliminary Findings (5)



Multi-State/National Privacy Issues for Public 
Health

Consent
Emergency preparedness and privacy across states
Portability of privacy consents across state boundaries
Re-release of information across states
Lack of common terminology/definitions 

Preliminary Findings (6)



Next Steps

Publication and dissemination of report and 
findings
Possibility of expanding state assessment to 
more states, to cast a wider net of issues
Opportunity to create a Web-based 
Clearinghouse on Privacy Issues for Public Health 
Privacy Officer
Possibility of convening public health privacy 
officers into a national forum (in partnership with 
ASTHO, NACCHO and others)



Future Committee Activity
Submitted a proposal for further development of 
the PRISM tool

Adding state specific information on selected items

Additional marketing/outreach for PRISM tools 
Development and presentation of regular 
webinars on privacy and security related topics
Continue to seek national involvement in 
privacy/security efforts
Development of ideas for security projects



Committee Chairs

Vicki Hohner, MBA
Senior Consultant
Fox Systems, Inc.
vicki.hohner@foxsys.com

David P. Lawton RN, PhD
Health Surveillance Section Administrator
Nebraska Health and Human Services System 
david.lawton@dhhs.ne.gov


